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Automated Network Lifecycle Management—
unifying fault, performance, and configuration management
to increase uptime, reduce costs, and human error
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The end goal

In the movie 2001: A Space Odyssey, the HAL-9000
computer (Hal) automatically managed all aspects of
the space ship S.S. Discovery's operation. Hal would
be the perfect network management system, if he
existed. He would find and fix all faults, verify all
configuration parameters, and make sure everything
was performing well. Network management systems
today are not quite up to Hals capabilities, but we are
moving in the right direction.

This paper discusses the bengfits of state-of-the-art
network fault management, performance manage+
ment, and configuration management systems dnd the
integration that brings them together. We show how
they can work together with a unified ddtabase to
significantly increase automation and improve opefa-
tional efficiency in network management.

The problem

Why is improving network operations so important?
According to a CIO magazine article: “The biggest
area for steady cost growth is the ever-expanding
network, either as a result of physical expansion or
a general thirst for connectivity.”!

To hold the line on rising costs, network management
has to improve. This is a challenging proposition
when typical network management systems tend to
be disjointed, causing users to have multiple learning
curves for each tool. Further, users have to operate
each tool separately, swiveling their chair back and
forth from one tool’s console to another, perhaps
having to write a note about something from Tool A
that they have to type into Tool B, just so they can get
the needed information to solve the problem.

It would be much better to have the information avail-
able in a “single pane of glass,” where operators
could look at one console. They could then be alerted
to issues as they are identified and drill down, in con-
text, to the see the details they need.

In addition to the lack of a unified view and consoli-
dated management system, network operations are
plagued by other problems:

* Network performance issues can be caused by
unanticipated traffic growth, configuration prob-
lems, link overloads due to traffic rerouted around
failed network elements, and more. Usually net-
work performance problems are not hard failures
and are therefore hard to spot.

* Changes may lead to unwanted side effects, so
understanding the impact of changes before making
them is essential for reliable network operations.

*The monotonous work of making simple changes
to hundfeds or thousands of devices or objects is
errorprone.

* Operators are offen unable to capture information
necessary to'proactively detect and solve problems
before;théy impactthe network.

To add to the préssure, network operations teams are
expected to run larger.networks that have become
many times more important to the business, and to
do so with fewer staff members. These conditions
exacerbate the problems.associated with disparate
management tools. Modern network management
operations simply cannot afford the lackluster perfor-
mance of these unintegrated tools.

! www.cio.com—“Network Management: Tips for Managing Costs,”
Karen D. Schwartz, August 25, 2008
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Figure 1. Compliance status report
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The hope

On the other hand, unifying these tools means your
operations staff can quickly find the source of trouble
and fix the problem fasteronce it's found. In.addition,
they can assess the possible impact.a change might
have on the systems that run your business to make
sure their changes don’t bring down key systems at

a critical operational time—for example, bringing
down your order entry system at the end-of-quarter
rush ordering time.

In a previous paper, “Unified network fault and
performance management: Empowering network
operations” (HP publication 4AA1-7851TENW), we
described the advantages of having a well-designed
tool that integrates both network fault and performance
management. Our findings were:

* If the performance state of a device becomes
integral to its network status and is shown in the
same view, this increases the capabilities of first-
level operators who can base their investigation
processes on both performance issues and hard
faults. This reduces the number of incidents that
need to be escalated to specialists because they are
now being handled by first-level operators. Perfor-
mance is becoming the new fault. By that we mean
performance monitoring is increasingly important
with redundant network design, where hard faults
are less common but performance issues abound.

* With the ability to visualize and report on an appli-
cation’s path through the network and show the fault
and performance status of each link and device along
the path, much of the finger-pointing between net-
work and other teams could be avoided and prob-
lems could be assigned to the correct team faster.

* Unifying the tools can reduce the administration of
network management tools overall by having fewer
installations and reduced configuration.

Additional capabilities, such as being able to watch
device CPU, memory, and buffers, can be key to
determining what is causing a performance problem.
The ability t6.monitor power supplies and fans for
failures.and alert operators before the backup
power supply or fan also fails enables preventive
mdintenance.

In this paper, we discuss additional capabilities:
network change and configuration management
(NCCM), run book automation (RBA), and configu-
ration managément systems (CMS) as they apply to
improving network operations.
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Figure 2. Run book automation tool—workflow design with graphical tools
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Network change
and configuration
management

Configuration management as a technical discipline
was developed in the 1950s by the U:S. Department
of Defense.? Network change and configuration man-
agement involves setting, recording, and verifying the
configuration settings of network devices. Configurar
tion management applied to networks gained promi-
nence in the early 2000s as a result of two things:

* First, network configuration errors were recognized
as a significant cause of network downtime. A num:-
ber of analysts have written that up to 80 percent of
production outages are caused by manual changes.

* Second, policy compliance and reporting have
become significantly more important with new reg-
ulations such as the Sarbanes-Oxley Act (SOX) and
the Health Insurance Portability and Accountability
Act (HIPAA). Network configuration management
tools can automate both policy compliance and
reporting, as shown in Figure 1.

Run book automation

Run book automation (RBA) is defined as: the ability
to define, build, orchestrate, manage, and report on
workflows that support system and network opera-
tional processes. A workflow process can cross all
management disciplines and interact with all types
of infrastructure elements, such as applications, data-
bases, and hardware.?

RBA can be used to help automate the interaction
between management systems and to collect informa-
tion from network elements. For example, RBA might
be used totake information about an incident from a
fault management system and create an incident in a
trouble ticket system.

Things happen/very quickly in networks; information
you might need from a'device, critical to diagnosing

a problem, might bé gone in seconds. RBA can help.
Once an issue is detected,for example by a perfor-
mance monitéring system, an RBA can be activated.
The RBA can collect that key.information, as described
above, then provide that information to a manage-
ment system for later human diagnosis.

Modern RBA tools are very easy to use. You only
need to know what you want to do. You do not need
to be a programmer. Some tools have full graphical
interfaces, as shown in Figure 2.

2 Wikipedia.org: http://en.wikipedia.org/wiki/Configuration
management

? Wikipedia.org: http:

en.wikipedia.org/wiki/Run_Book Automation

4


http://en.wikipedia.org/wiki/Configuration_management
http://en.wikipedia.org/wiki/Run_Book_Automation

Configuration
management system

IT Infrastructure Library (ITIL) v2 defined a configuration
management database (CMDB) system, which was
modified in ITIL v3 to be a configuration management
system (CMS). A/ICMDB is defined as: a database
repository that contains all relevant information about
the components of the.information system used in

an organization’s [T services and the relationships
between those components. Within this context,
components of an information system are referred

to as configuration items (Cl)."A €l.cah be any con-
ceivable IT component, including software, hardware,
documentation, and personnel.* The move from a
CMDB to CMS was the recognition that no single
system could (currently) keep everything necessary
and be up-o-date and responsive.

Another term for CMS is federated CMDB, implying
there is a federation of multiple systems. An example
might be a CMDB for system data, one for personnel
information, another for application data, and a
fourth for network data. The key word here is fed-
erated, meaning that there is a way to request data
from any or all systems from a single place.

Imagine you want to know the possible services that
might be affected if you take a router offline. This
requires information about all the services and the
paths they traverse. The information about the services
might be in one place and the information about the
paths (think topology) might be in another. If the user
has to go to multiple systems, we are back to swivel
chair management, which is inefficient. With a feder-
ated CMDB, the operator might see a situation on the
network performance management system where per-
formance over time is degrading and decide to make
a change to a network device to solve the pending
problem.

Prior o making that change she would like to know
what services might be affected. Rather than deter-
mine which database she needs to look at and
launch another tool, a federated system and integrated
tools allow her to ask the question directly from the
performance management system she is using. The
request goes to the federated CMDB. It determines
how 16 get her the answer and returns it to her. She
can then check with the team members responsible for
the affected services so they will know what to expect,
or they-might advise her to wait a short time while a
key process complétes.

4 Bitpipe.com: http://www.bitpipe.com/tlist/CMDB.html
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